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Phishing 
 Campaign 1 

The first campaign was targeted against 26
employees. In total, clicks from three

employees were received on that link. 
The attacker was able to obtain credentials

of one of the employees targeted in this
campaign.  

The second campaign was targeted
against 59 employees. The link on the

phishing email had a total of 6 clicks till
the time of drafting this report. Out of

these six clicks, the attacker was able to
obtain the credentials of three employees.

Phishing 
 Campaign 2

O U R  A P P R O A C H

Severity Security
Issues 

TOTAL TARGET

85
TOTAL CREDENTIALS
HARVESTED

TOTAL CLICKS 

SESSIONS CAPTURED

9

4 1

TOTAL 
REPLIES
RECEVIED

1



TECHNICAL
SHORTCOMINGS 

2-Step Verification was observed to
be Off for one of the victims in the
first campaign. 
Plaintext credentials were observed
to be stored in spreadsheets. 
Weak or no password policy
enforced. 

1.

2.

3.

Enforce 2-Step Verification across the entire
organization.
Use Password Managers for storing credentials
and Password Pushers for sharing them. 
Enforce a strong password policy across the
entire organization. 
Organize regular information security training
to make employees aware of phishing attempts
and how to report them. This includes looking
for 'external' tags in emails and typosquatting
domain names. 
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RECOMMENDATIONS



CYBERSCHOOLS

WHO WE ARE

At Cyberschools, we focus on only one thing, "Cybersecurity”

 
Cyberschools is a research oriented security consulting organization with the primary goal of
bringing affordable executive leadership and security engineering expertise to small and
medium businesses. Our unique Risk Based Security approach using leading industry
frameworks focuses on identifying critical threats to the business and suggest
recommendations to ensure compliance with regulatory and customer needs.

Reach out for your security needs at :

sales@cybrschools.com

www.cybrschools.com

732.734.8552

As part of our Social Engineering assessments, we designed
phishing campaigns for the client and suggested steps to

remediate them by providing targeted education and
resources to help the employees get better at detecting and

recognizing phishing attacks. 


